
Security ArcSight Compliance 
Insight Package for IT Governance
The Security ArcSight Compliance Insight Package for IT Governance quickly provides organizations 
a comprehensive foundation for event log review based on IT best practices.

Product Highlights
Growing Compliance Complexity
Technology continues to be an essential part 
of information storage and transmission and 
is critical to every organization. At the same 
time, increased regulation of the confidenti-
ality, integrity, and availability of information 
technology has forced management to de-
velop and maintain security programs that can 
collect, organize, monitor, and report on event 
logs. More regulations, more technology, and 
therefore more event logs to manage have 
generated significant time investments neces-
sary to stay ahead of regulatory compliance. 
Dedicated event log and automation solutions 
have emerged to help ease this burden.

Ease the Compliance Burden
The Micro Focus® Security ArcSight Compliance 
Insight Package (CIP) for IT Governance is ideal 
for organizations that implement a governance 
program, either independently or as the foun-
dation of an IT regulatory compliance initiative. 
Combined with the Security ArcSight ESM or 
Security ArcSight Data platform products, the 
Compliance Insight Package for IT Governance 
provides companies and government organi-
zations the ability to identify and assess the 
effectiveness of internal controls. A host of 
ready-to-use technical and business-level 
checks, in an easily customizable package with 
dashboards, are presented in accordance with 
the ISO/IEC 27002:2005 and NIST SP 800-53 

standards. These checks help automate review 
and demonstrate whether controls are effec-
tively implemented, monitored, and maintained.

Strong Multi-Standards Approach
The Security ArcSight Compliance Insight 
Package for IT Governance brings two secu-
rity standards together to deliver the most rel-
evant and comprehensive set of compliance 
content in the market today. Designed around 
best practices, Compliance Insight Package for 
IT Governance leverages the NIST SP 800-53 
(FIPS 200) standard to provide a comprehensive 
system for the implementation, assessment, 
and monitoring of internal controls, including 
access control changes, administrative activ-
ity, log-in monitoring, as well as change and risk 
management. The Compliance Insight Package 
for IT Governance automatically maps the 
technical checks to the ISO/IEC 27002:2005 
standard in order to place them in a policy and 
risk-relevant operational context. This allows or-
ganizations to organize services and business 
processes through a best practices context, in 
order to focus resources on critical assets.

Key Benefits
The Security ArcSight Compliance Insight 
Package for IT Governance creates a central-
ized view of critical assets with regard to event 
logs. It allows organizations to automatically 
and easily leverage the powerful collection ca-
pability of dedicated security solutions to meet 
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Highlights
■■ �Clarifies confusing compliance reviews through  

a comprehensive, best practice approach

■■ �Alleviates time consuming audit tasks through  
automatically generated compliance information

■■ �Delivers information in a standards-based ISO/
IEC 27002:2005 and NIST SP 800-53 format



compliance requirements. This eases the cost 
and complexity to identify critical issues and 
therefore helps organizations avoid risk as well 
as achieve compliance efforts.

Security ArcSight helps make governance and 
compliance programs more efficient, effective, 
and auditable. The Compliance Insight Package 
for IT Governance is tuned to help organizations 
perform the following automatically:

■■ Review event and log data on an  
ongoing basis

■■ Store logs online and in long-term archives
■■ Meet forensically sound practices
■■ Prepare and demonstrate compliance  

for auditors
Focused tracking of administrative activity, for 
example, provides a separation of duties con-
trol, for a common audit request—review of ad-
ministrative activity related to access controls 
for regulated systems. The Compliance Insight 
Package for IT Governance reveals administra-
tive users and their activity via unique function-
ality that easily fulfills requirements for logging 
and monitoring.

Designed for the Micro Focus  
Security ArcSight Platform— 
Compliance without Compromise
Security ArcSight Compliance Insight Package 
seamlessly install and immediately leverage 
Security ArcSight Data platform and Security 
ArcSight ESM.

Security ArcSight Data platform is an all-in-one 
log collection, storage, and analysis appliance 
for cost-effective automation of log manage-
ment. The Compliance Insight Package for IT 
Governance on the Data Platform delivers ar-
chiving and reporting to quickly reduce the cost 
of operations, as well as achieve compliance 
requirements.

Security ArcSight ESM is a market-leading 
event correlation solution for identifying and 
analyzing security and compliance issues in real 
time. ESM provides an extensive feature set that 
ensures data is collected accurately and effi-
ciently stored. It also provides strong analytic 
capabilities to provide immediate context to 
both security events and user activity.

The Security ArcSight Compliance Insight 
Package extends the Security ArcSight Data 
platform and Security ArcSight ESM products 
with pre-built rules, reports, and dashboards 
to improve operational efficiency as well as IT 
governance.

Security ArcSight Compliance  
Insight Package Family
Security ArcSight Compliance Insight Package 
for IT Governance is part of the Security ArcSight 
Compliance Insight Package Family. This suite 
of rules, reports, and dashboards delivers log re-
view and security monitoring based on security 
and audit best practices to help organizations 
meet regulatory compliance requirements and 
institute a strong IT governance program.

About Micro Focus Security
Micro Focus is a leading provider of security 
and compliance solutions for the modern en-
terprise that wants to mitigate risk in their hy-
brid environment and defend against advanced 
threats. Based on market-leading products from 
Security ArcSight, Security Fortify, and Micro 
Focus Data Security, the Micro Focus Security 
Intelligence Platform uniquely delivers the ad-
vanced correlation and analytics, application 
protection, and data security to protect today’s 
hybrid IT infrastructure from sophisticated cy-
ber threats.

About Enterprise Security  
Products Global Services
Enterprise Security Products Global Services 
take a holistic approach to building and operat-
ing cyber security and response solutions and 
capabilities that support the cyber threat man-
agement and regulatory compliance needs of 
the world’s largest enterprises. We use a com-
bination of operational expertise—yours and 
ours—and proven methodologies to deliver 
fast, effective results, and demonstrate ROI. 
Our proven, use-case driven solutions com-
bine market-leading technology together with 
sustainable business and technical process 
executed by trained and organized people.

Learn more about Enterprise Security Products 
Global Services at www.microfocus.com/
espservices

Learn more at
www.microfocus.com/secops
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